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libsodium 1.0.22 bindings for Erlang and Elixir,
implemented as a NIF.
Every libsodium namespace has its own module, named after its C prefix:
crypto_secretbox_easy() is libsodium_crypto_secretbox:easy/3. Functions
take and return binaries and integers, raise badarg for arguments of the wrong
type or length, and return libsodium's status code (-1) when decryption or
verification fails. Streaming hashes, MACs, signatures, and encrypted streams
use opaque native states: each operation returns a new state and leaves its
argument unchanged.
Work that processes more than 64 KiB runs on a dirty CPU scheduler,
password hashing always does, and streaming updates (update/2 on hash, MAC, and
signature states) yield whenever their timeslice is exhausted.
API reference · Migrating to 3.0 ·
Development · Changelog
Installation
Add libsodium to your project's dependencies in mix.exs:
defp deps do
  [
    {:libsodium, "~> 3.0"}
  ]
end
Or in rebar.config:
{deps, [
    {libsodium, "~> 3.0"}
]}.
Building requires a C compiler, make, and Erlang/OTP 27 or later. The
vendored libsodium sources are compiled into the NIF; no system library is
needed.
Examples
Keys and nonces below are fixed so the outputs are reproducible; real
applications should use each module's keygen/0 or keypair/0 and
libsodium_randombytes:buf/1 for nonces.
Secret-key authenticated encryption
Key = binary:copy(<<1>>, libsodium_crypto_secretbox:keybytes()),
Nonce = binary:copy(<<2>>, libsodium_crypto_secretbox:noncebytes()),
Ciphertext = libsodium_crypto_secretbox:easy(<<"hello">>, Nonce, Key),
<<"691178A0A6E933CF40579C1446303BC59500B29111">> = binary:encode_hex(Ciphertext),
<<"hello">> = libsodium_crypto_secretbox:open_easy(Ciphertext, Nonce, Key),
-1 = libsodium_crypto_secretbox:open_easy(<<Ciphertext/binary, 0>>, Nonce, Key).
Authenticated encryption with additional data
Key = binary:copy(<<3>>, libsodium_crypto_aead_xchacha20poly1305:ietf_keybytes()),
Nonce = binary:copy(<<4>>, libsodium_crypto_aead_xchacha20poly1305:ietf_npubbytes()),
Ciphertext = libsodium_crypto_aead_xchacha20poly1305:ietf_encrypt(<<"hello">>, <<"header">>, Nonce, Key),
<<"hello">> = libsodium_crypto_aead_xchacha20poly1305:ietf_decrypt(Ciphertext, <<"header">>, Nonce, Key).
Public-key authenticated encryption
{AlicePK, AliceSK} = libsodium_crypto_box:seed_keypair(binary:copy(<<5>>, 32)),
{BobPK, BobSK} = libsodium_crypto_box:seed_keypair(binary:copy(<<6>>, 32)),
Nonce = binary:copy(<<7>>, libsodium_crypto_box:noncebytes()),
Ciphertext = libsodium_crypto_box:easy(<<"hello">>, Nonce, BobPK, AliceSK),
<<"hello">> = libsodium_crypto_box:open_easy(Ciphertext, Nonce, AlicePK, BobSK),
Sealed = libsodium_crypto_box:seal(<<"anonymous">>, BobPK),
<<"anonymous">> = libsodium_crypto_box:seal_open(Sealed, BobPK, BobSK).
Post-quantum key encapsulation
libsodium_crypto_kem uses the xwing primitive (X-Wing), a hybrid of
ML-KEM-768 and X25519 that stays secure if either one is broken.
{PK, SK} = libsodium_crypto_kem:keypair(),
{Ciphertext, SharedSecret} = libsodium_crypto_kem:enc(PK),
SharedSecret = libsodium_crypto_kem:dec(Ciphertext, SK).
Signatures
{PK, SK} = libsodium_crypto_sign_ed25519:seed_keypair(binary:copy(<<8>>, 32)),
<<"1398F62C6D1A457C51BA6A4B5F3DBD2F69FCA93216218DC8997E416BD17D93CA">> = binary:encode_hex(PK),
Signature = libsodium_crypto_sign_ed25519:detached(<<"message">>, SK),
0 = libsodium_crypto_sign_ed25519:verify_detached(Signature, <<"message">>, PK),
-1 = libsodium_crypto_sign_ed25519:verify_detached(Signature, <<"forged">>, PK).
Hashing
<<"BDDD813C634239723171EF3FEE98579B94964E3BB1CB3E427262C8C068D52319">> =
    binary:encode_hex(libsodium_crypto_generichash:crypto_generichash(<<"abc">>)),
State0 = libsodium_crypto_generichash:init(),
State1 = libsodium_crypto_generichash:update(State0, <<"a">>),
State2 = libsodium_crypto_generichash:update(State1, <<"bc">>),
Digest = libsodium_crypto_generichash:final(State2),
Digest = libsodium_crypto_generichash:crypto_generichash(<<"abc">>).
Extendable output
<<"483366601360A8771C6863080CC4114D">> =
    binary:encode_hex(libsodium_crypto_xof_shake256:crypto_xof_shake256(16, <<"abc">>)),
State0 = libsodium_crypto_xof_shake256:update(libsodium_crypto_xof_shake256:init(), <<"abc">>),
{State1, First} = libsodium_crypto_xof_shake256:squeeze(State0, 8),
{_State2, Second} = libsodium_crypto_xof_shake256:squeeze(State1, 8),
Output = libsodium_crypto_xof_shake256:crypto_xof_shake256(16, <<"abc">>),
Output = <<First/binary, Second/binary>>.
Password hashing
Hash = libsodium_crypto_pwhash:str(
    <<"correct horse battery staple">>,
    libsodium_crypto_pwhash:opslimit_interactive(),
    libsodium_crypto_pwhash:memlimit_interactive()
),
0 = libsodium_crypto_pwhash:str_verify(Hash, <<"correct horse battery staple">>),
-1 = libsodium_crypto_pwhash:str_verify(Hash, <<"wrong">>).
Key derivation and exchange
MasterKey = binary:copy(<<9>>, libsodium_crypto_kdf:keybytes()),
SubKey1 = libsodium_crypto_kdf:derive_from_key(32, 1, <<"Examples">>, MasterKey),
SubKey2 = libsodium_crypto_kdf:derive_from_key(32, 2, <<"Examples">>, MasterKey),
true = SubKey1 =/= SubKey2,
{ClientPK, ClientSK} = libsodium_crypto_kx:seed_keypair(binary:copy(<<10>>, 32)),
{ServerPK, ServerSK} = libsodium_crypto_kx:seed_keypair(binary:copy(<<11>>, 32)),
{ClientRx, ClientTx} = libsodium_crypto_kx:client_session_keys(ClientPK, ClientSK, ServerPK),
{ServerRx, ServerTx} = libsodium_crypto_kx:server_session_keys(ServerPK, ServerSK, ClientPK),
{ClientRx, ClientTx} = {ServerTx, ServerRx}.
Modules
Secret-key cryptography
	Module	Description	Functions
	libsodium_crypto_aead_aegis128l	AEGIS-128L	14
	libsodium_crypto_aead_aegis256	AEGIS-256	14
	libsodium_crypto_aead_aes256gcm	AES256-GCM	25
	libsodium_crypto_aead_chacha20poly1305	ChaCha20-Poly1305	28
	libsodium_crypto_aead_xchacha20poly1305	XChaCha20-Poly1305	14
	libsodium_crypto_auth	Secret-key authentication	6
	libsodium_crypto_auth_hmacsha256	HMAC-SHA-256	9
	libsodium_crypto_auth_hmacsha512	HMAC-SHA-512	9
	libsodium_crypto_auth_hmacsha512256	HMAC-SHA-512-256	9
	libsodium_crypto_ipcrypt	IP address encryption	26
	libsodium_crypto_secretbox	Secret-key authenticated encryption	14
	libsodium_crypto_secretbox_xchacha20poly1305	XChaCha20-Poly1305 secret box	8
	libsodium_crypto_secretbox_xsalsa20poly1305	XSalsa20-Poly1305 secret box	9
	libsodium_crypto_secretstream_xchacha20poly1305	Encrypted streams	15

Public-key cryptography
	Module	Description	Functions
	libsodium_crypto_box	Public-key authenticated encryption	28
	libsodium_crypto_box_curve25519xchacha20poly1305	X25519-XChaCha20-Poly1305 box	21
	libsodium_crypto_box_curve25519xsalsa20poly1305	X25519-XSalsa20-Poly1305 box	16
	libsodium_crypto_kem	Key encapsulation	10
	libsodium_crypto_kem_mlkem768	ML-KEM-768 key encapsulation	10
	libsodium_crypto_kem_xwing	X-Wing key encapsulation	10
	libsodium_crypto_kx	Key exchange	9
	libsodium_crypto_sign	Public-key signatures	17
	libsodium_crypto_sign_ed25519	Ed25519 signatures	20
	libsodium_crypto_sign_ed25519ph	Ed25519ph signatures	5

Hashing
	Module	Description	Functions
	libsodium_crypto_generichash	Generic hashing	18
	libsodium_crypto_generichash_blake2b	BLAKE2b	25
	libsodium_crypto_hash	Hashing (SHA-512)	3
	libsodium_crypto_hash_sha256	SHA-256	6
	libsodium_crypto_hash_sha3256	SHA3-256	6
	libsodium_crypto_hash_sha3512	SHA3-512	6
	libsodium_crypto_hash_sha512	SHA-512	6
	libsodium_crypto_shorthash	Short-input hashing	5
	libsodium_crypto_shorthash_siphash24	SipHash-2-4	3
	libsodium_crypto_shorthash_siphashx24	SipHash-2-4 (128-bit)	3
	libsodium_crypto_xof_shake128	SHAKE128 extendable-output function	8
	libsodium_crypto_xof_shake256	SHAKE256 extendable-output function	8
	libsodium_crypto_xof_turboshake128	TurboSHAKE128 extendable-output function	8
	libsodium_crypto_xof_turboshake256	TurboSHAKE256 extendable-output function	8

Password hashing
	Module	Description	Functions
	libsodium_crypto_pwhash	Password hashing	26
	libsodium_crypto_pwhash_argon2i	Argon2i password hashing	22
	libsodium_crypto_pwhash_argon2id	Argon2id password hashing	22
	libsodium_crypto_pwhash_scryptsalsa208sha256	Scrypt password hashing	20

Key derivation
	Module	Description	Functions
	libsodium_crypto_kdf	Key derivation	7
	libsodium_crypto_kdf_blake2b	BLAKE2b key derivation	5
	libsodium_crypto_kdf_hkdf_sha256	HKDF-SHA-256	13
	libsodium_crypto_kdf_hkdf_sha512	HKDF-SHA-512	13

Advanced
	Module	Description	Functions
	libsodium_crypto_core_ed25519	Edwards25519 arithmetic	19
	libsodium_crypto_core_hchacha20	HChaCha20 core	5
	libsodium_crypto_core_hsalsa20	HSalsa20 core	5
	libsodium_crypto_core_keccak1600	Keccak-f[1600] permutation	6
	libsodium_crypto_core_ristretto255	Ristretto255 arithmetic	17
	libsodium_crypto_core_salsa20	Salsa20 core	5
	libsodium_crypto_core_salsa2012	Salsa20/12 core	5
	libsodium_crypto_onetimeauth	One-time authentication	10
	libsodium_crypto_onetimeauth_poly1305	Poly1305	9
	libsodium_crypto_scalarmult	Point multiplication	5
	libsodium_crypto_scalarmult_curve25519	X25519 point multiplication	4
	libsodium_crypto_scalarmult_ed25519	Ed25519 point multiplication	6
	libsodium_crypto_scalarmult_ristretto255	Ristretto255 point multiplication	4
	libsodium_crypto_stream	Stream cipher	7
	libsodium_crypto_stream_chacha20	ChaCha20 stream cipher	14
	libsodium_crypto_stream_salsa20	Salsa20 stream cipher	7
	libsodium_crypto_stream_salsa2012	Salsa20/12 stream cipher	6
	libsodium_crypto_stream_xchacha20	XChaCha20 stream cipher	7
	libsodium_crypto_stream_xsalsa20	XSalsa20 stream cipher	7
	libsodium_crypto_verify_16	16-byte comparison	2
	libsodium_crypto_verify_32	32-byte comparison	2
	libsodium_crypto_verify_64	64-byte comparison	2

Helpers
	Module	Description	Functions
	libsodium_randombytes	Random data	10
	libsodium_runtime	CPU features	12
	libsodium_utils	Helpers	20
	libsodium_version	Library version	4

libsodium_nif exposes all 732 native functions directly, named
<namespace>_<function>.
Development
The native sources, the Erlang modules, the generated tests, and this README
are generated from the YAML definitions in codegen/:
just codegen          # or `just docker-codegen` to run in a Linux container
gmake tests           # Common Test suites
gmake lint            # formatting, Dialyzer, Eqwalizer, and xref
just bench            # Benchee comparisons with OTP crypto; see bench/README.md

Generated files carry a signature; edit the definitions or templates and
regenerate rather than changing them by hand.
License
MIT. libsodium is distributed under the ISC license.


  

    Migrating to 3.0

Version 3.0 replaces the port driver with a NIF and generates every module from
libsodium's API definitions. Function names, arities, argument order, default
arguments, and the -1 results for failed decryption and verification are
unchanged, so most code keeps working. This guide covers what does change.
Requirements
	Erlang/OTP 27 or later. Module and function documentation use -moduledoc and
-doc; CI tests OTP 28 and 29.
	A C compiler and make, as before. The vendored libsodium 1.0.22 is compiled
into the NIF; no system library is used.

Starting the application is optional: the NIF loads on first use.
libsodium:start/0 still starts it and its dependencies, which are now only
kernel and stdlib (the port driver also required crypto, asn1, and
public_key).
States are opaque resources
Streaming and precomputed states used to be binaries holding a raw C struct.
They are now opaque NIF resources, typed as each module's state():
	Module	Functions
	libsodium_crypto_generichash, libsodium_crypto_generichash_blake2b	init, update, final
	libsodium_crypto_hash_sha256, libsodium_crypto_hash_sha512	init, update, final
	libsodium_crypto_auth_hmacsha256, …_hmacsha512, …_hmacsha512256	init, update, final
	libsodium_crypto_onetimeauth, libsodium_crypto_onetimeauth_poly1305	init, update, final
	libsodium_crypto_sign, libsodium_crypto_sign_ed25519, libsodium_crypto_sign_ed25519ph	init, update, final_create, final_verify
	libsodium_crypto_secretstream_xchacha20poly1305	init_push, push, init_pull, pull, rekey
	libsodium_crypto_aead_aes256gcm	beforenm and the _afternm functions

Code that threads states through these functions needs no change:
State0 = libsodium_crypto_hash_sha256:init(),
State1 = libsodium_crypto_hash_sha256:update(State0, <<"a">>),
State2 = libsodium_crypto_hash_sha256:update(State1, <<"bc">>),
Digest = libsodium_crypto_hash_sha256:final(State2),
Digest = libsodium_crypto_hash_sha256:crypto_hash_sha256(<<"abc">>).
Operations never modify their argument; each returns a new state. Earlier
states remain valid, so a state can be reused (for example, to hash several
messages with a common prefix) or sent to another process:
Prefix = libsodium_crypto_hash_sha256:update(libsodium_crypto_hash_sha256:init(), <<"prefix:">>),
A = libsodium_crypto_hash_sha256:final(libsodium_crypto_hash_sha256:update(Prefix, <<"a">>)),
B = libsodium_crypto_hash_sha256:final(libsodium_crypto_hash_sha256:update(Prefix, <<"b">>)),
true = A =/= B.
What no longer works:
	Inspecting or storing states. byte_size/1 and pattern matching on a state
fail, and a state cannot be written to disk, sent to another node, or
restored with binary_to_term/1 in another VM. Finish the operation and store
its result instead. statebytes/0 still reports libsodium's size for the
state but has no meaning for Erlang code.
	Passing a binary as a state. It raises badarg, as does passing one
module's state to another module (for example, a SHA-256 state to
libsodium_crypto_hash_sha512:update/2).

libsodium_crypto_sign_ed25519:init/0 and the other Ed25519 streaming functions
used to fail with every input; they now work.
Errors
	Arguments of the wrong type now raise badarg instead of function_clause,
the same error as for binaries of the wrong length.
	A few inputs that crashed or overflowed buffers in the port driver now return
-1, such as ciphertexts shorter than the authentication tag passed to
open_easy, and out-of-range output lengths for password hashing and key
derivation.
	libsodium_crypto_stream_chacha20:ietf_xor_ic/4 raises badarg when its block
counter would overflow, instead of aborting the VM.

Removed functions
	Removed	Replacement
	call/4, open/0, and close/1 in the libsodium module	None; there is no port.
	call/1 and call/2 in every namespace module	Call the module's functions directly.

libsodium:call/2,3 remain for code that dispatched by name, but are deprecated
and compile with a warning. Replace libsodium:call(crypto_box, keypair, {})
with libsodium_crypto_box:keypair().
Types and Dialyzer
Every function now has a spec, and fixed-size arguments and results have exact
types, such as libsodium_crypto_aead_aes256gcm:k() (<<_:256>>) and
npub() (<<_:96>>). Constants with a fixed value are typed as that value
(keybytes() -> 32), and bounded integers as ranges. Dialyzer may now report
calls that pass values which cannot be valid, such as a hard-coded key of the
wrong length.
Scheduling
All calls used to go through one port and the async thread pool. The NIF runs
small calls on the calling process's scheduler. It moves calls that process more
than 64 KiB, and all password hashing, to dirty CPU schedulers, and streaming
update functions yield between chunks. Long operations therefore no longer
serialize behind one another, and no process blocks a scheduler.
New functionality
Version 3.0 adds AEGIS-128L and AEGIS-256, HKDF-SHA256/512, SHA3-256/512,
SHAKE and TurboSHAKE, the ML-KEM-768 and X-Wing post-quantum KEMs, ipcrypt, and
the Keccak-f[1600] permutation, along with smaller additions listed in the
changelog.


  

    Development

Building needs a C compiler, make (GNU Make 4 or later for the top-level
Makefile, invoked as gmake on macOS), and Erlang/OTP 27 or later. Rebar3 3.28.0
or later is required for the development tools and Hex publishing. Elixir is
needed only for the benchmark scripts. Python 3.13+, Poetry, and just are
needed when changing generated code.
Build and test
gmake
gmake tests
gmake ct CT_SUITES='libsodium scheduling'
gmake format
gmake lint

The first build compiles the vendored libsodium out of tree into
c_deps/libsodium-build. gmake lint checks C and Erlang formatting, eqWAlizer,
cross references, and Dialyzer; ELP and erlfmt are downloaded at pinned versions
on first use. Common Test writes logs/junit_report.xml, and failed tests or
failed setup and cleanup callbacks fail the test command.
The suites are:
	libsodium_api_SUITE, generated from the namespace definitions: recorded
constants, each module's documented example, and the extra cases in each
definition.
	libsodium_SUITE: libsodium's published vectors for AEADs, sealed boxes,
password hashing, and Ed25519, plus state resource behaviour.
	scheduling_SUITE: with one scheduler online, checks that large calls move to
dirty schedulers and that streaming updates yield.

GitHub CI builds and tests the latest OTP 28 and 29 releases. OTP 29 also runs
the lint targets, builds ExDoc, and checks the Hex package. A separate job checks
Python formatting, the generator tests, and that README.md is current.
The upstream C source is vendored under c_deps/libsodium and pinned in
c_src/Makefile (LIBSODIUM_VSN). If removed, it is cloned at that tag. The
vendored copy is a git checkout without libsodium's generated configure
script, so building from this repository also needs autoconf, automake, and
libtool; the first build runs autogen.sh. Hex packages include the generated
script, so their users need only a C compiler and make.
Code generation
The NIF sources, every Erlang module, libsodium_api_SUITE, ex_doc.config,
and README.md are generated, and carry a signature marker at the top. Change the
definitions in codegen/namespaces/ or the templates, then regenerate and commit
the inputs and outputs together:
just codegen          # or: just docker-codegen
cd codegen
poetry run pytest

See the codegen workflow
for the definition format, Erlang types, scheduling, and dependency locking.
Sanitizers
just sanitizers
SANITIZERS_STRESS_ITERATIONS=50000 just sanitizers

The Docker runner builds an Erlang/OTP ASan emulator, instruments libsodium and
the NIF with AddressSanitizer and UndefinedBehaviorSanitizer, and runs libsodium's
own test suite, every Common Test suite, and a stress test of state resources,
cancelled yielding updates, and error paths, with LeakSanitizer enabled. Reports
are kept under logs/sanitizers/. Set SANITIZERS_UPSTREAM_TESTS=0 to skip
libsodium's tests. On Linux with an ASan-enabled OTP installation, use
just sanitizers-native.
Benchmarks
just bench
just bench aead

The scripts under bench/ compare libsodium's implementations with each other
and with Erlang/OTP crypto. See bench/README.md.
Documentation and packages
gmake docs
rebar3 hex build

Open doc/index.html. The README, this guide, the migration guide, the
changelog, and the license are included, and source links target the release
tag. The package includes the native sources, the vendored libsodium, and the
guides; build it locally to check its contents before publishing.
Releasing
Set the version in Makefile (PROJECT_VERSION) and src/libsodium.app.src,
date the changelog entry, update the versioned links in this guide, and run
just codegen to update README.md and ex_doc.config. After CI passes on
main, create a signed tag and publish:
git tag -s 3.0.1 -m "Version 3.0.1"
git push origin 3.0.1
rebar3 hex publish



  

    Changelog

3.0.1 (2026-10-26)
	Fixes	Building from a git checkout no longer downloads config.guess and config.sub from GNU Savannah while
generating libsodium's configure script; it uses the copies installed with autotools, so the build works
offline. Hex packages, which include the generated script, were not affected.



3.0.0 (2026-10-26)
See the migration guide for upgrading from 2.x.
	Breaking changes	Requires Erlang/OTP 27 or later (module documentation uses -moduledoc/-doc); CI covers OTP 28 and 29.
	The port driver, libsodium_server, and include/libsodium.hrl are gone. libsodium:call/2,3 remains as a
deprecated shim over libsodium_nif; the port-specific call/4, open/0, and close/1 are removed, as are the
internal call/1,2 exports of each namespace module.
	Arguments that are not binaries or integers now raise badarg instead of function_clause.
	Streaming and precomputed states (hash, MAC, and signature init/update states, secretstream states, and
libsodium_crypto_aead_aes256gcm:beforenm/1 contexts) are opaque NIF resources (erlang:nif_resource(),
exported as each module's state() type) instead of binaries holding the raw C struct. Each operation returns a
new state and leaves its argument unchanged. States cannot be serialized, and passing one to another module's
functions, or passing a binary, raises badarg.
	The libsodium application no longer depends on crypto, asn1, or public_key.


	Enhancements	Generate the native and Erlang sources, the test suite, ex_doc.config, and README.md from YAML definitions
under codegen/ with just codegen (or just docker-codegen), mirroring libdecaf: generated files are
formatted and carry a content signature, and README examples run against the built library.
	Replace the port driver with a NIF (libsodium_nif). Calls over 64 KiB of input or output move to a dirty CPU
scheduler, password hashing always runs on one, and streaming update/2 functions yield whenever their
timeslice is exhausted.
	Every module has module and function documentation, specs, and multiline exports. Specs use exact binary types
for fixed-size keys, nonces, tags, and signatures (such as libsodium_crypto_aead_aes256gcm:k(), which is
<<_:256>>), integer ranges for bounded arguments, and literal results for fixed constants.
	just sanitizers builds libsodium and the NIF with AddressSanitizer and UndefinedBehaviorSanitizer in Docker
and runs libsodium's tests, the Common Test suites, and a resource cleanup stress test against an ASan
emulator.
	Migration and development guides under guides/, included in the documentation.
	Benchee benchmarks under bench/ (just bench) compare libsodium's implementations with each other and with
OTP crypto where it has an equivalent, after checking that both produce identical results.
	Modernize c_src/Makefile: build libsodium out of tree into c_deps/libsodium-build, track header
dependencies, and add format, lint-format, and sanitizer (SANITIZE=1) support.
	New namespaces for algorithms added to libsodium since 1.0.18:	AEGIS authenticated encryption: libsodium_crypto_aead_aegis128l and libsodium_crypto_aead_aegis256
	HKDF: libsodium_crypto_kdf_hkdf_sha256 and libsodium_crypto_kdf_hkdf_sha512
	SHA-3: libsodium_crypto_hash_sha3256 and libsodium_crypto_hash_sha3512
	Extendable-output functions: libsodium_crypto_xof_shake128, libsodium_crypto_xof_shake256,
libsodium_crypto_xof_turboshake128, and libsodium_crypto_xof_turboshake256
	Post-quantum key encapsulation: libsodium_crypto_kem, libsodium_crypto_kem_mlkem768, and
libsodium_crypto_kem_xwing
	IP address encryption: libsodium_crypto_ipcrypt
	The Keccak-f[1600] permutation: libsodium_crypto_core_keccak1600


	New functions:	libsodium_crypto_box_curve25519xchacha20poly1305:seal/2, seal_open/3, and sealbytes/0
	libsodium_crypto_onetimeauth_poly1305:statebytes/0
	libsodium_crypto_pwhash:str_alg/4
	libsodium_randombytes:buf_deterministic/2
	libsodium_runtime:has_armcrypto/0
	libsodium_utils:sub/2 (implemented by the port driver but never exported), memcmp/2, ip2bin/1, and
bin2ip/1
	libsodium_version:library_minimal/0


	HMAC init/1 functions accept keys of any length, as libsodium does.


	Fixes	libsodium_crypto_aead_aes256gcm:beforenm/1 and the _afternm functions are available again: states are
copied into properly aligned memory instead of crashing the VM.
	libsodium_crypto_sign_ed25519:init/0, update/2, final_create/2, and final_verify/3 now work; the port
driver never implemented them.
	The NaCl-style libsodium_crypto_secretbox:crypto_secretbox/3 and open/3 (and their xsalsa20poly1305
equivalents) returned uninitialized memory and overflowed a stack buffer; they now follow NaCl's padded
format exactly.
	Opening a ciphertext shorter than the authentication tag (open_easy for boxes and secret boxes) returns -1
instead of overflowing the stack.
	Outputs are allocated as binaries instead of stack arrays sized by the input, so large messages can no longer
overflow the stack, and every output buffer is wiped before release. Several port driver memory leaks are gone.
	libsodium_crypto_stream_chacha20:ietf_xor_ic/4 raises badarg when the block counter would overflow, instead
of aborting the VM through sodium_misuse().
	Password hash strings are passed to libsodium NUL-terminated; strings of exactly strbytes/0 bytes were read past
their end.
	Out-of-range output lengths for password hashing and key derivation return -1 before allocating, instead of
allocating caller-sized stack arrays.
	libsodium is no longer configured with --enable-opt, which tuned the build for the compiling machine's CPU.



2.0.0 (2022-08-31)
	Fixes	Include Makefile in hex.pm package so it works correctly with erlang.mk
	Ditching the version tag matching upstream libsodium library since hex.pm requires semantic versioning :-( (which is really a good thing, I'm just whining that I can't break the rules just this once).



1.0.18 (2022-08-31)
	Library Support
	Update to libsodium 1.0.18.
	Removed (deprecated upstream)	crypto_core_salsa208
	crypto_stream_aes128ctr
	crypto_stream_salsa208


	Added	crypto_aead_xchacha20poly1305
	crypto_box_curve25519xchacha20poly1305
	crypto_core_ed25519
	crypto_core_hchacha20
	crypto_core_ristretto255
	crypto_kdf
	crypto_kdf_blake2b
	crypto_kx
	crypto_pwhash_argon2id
	crypto_scalarmult_ed25519
	crypto_scalarmult_ristretto255
	crypto_secretbox
	crypto_secretbox_xchacha20poly1305
	crypto_secretbox_xsalsa20poly1305
	crypto_secretstream_xchacha20poly1305
	crypto_shorthash_siphashx24
	crypto_sign_ed25519ph
	crypto_stream_xchacha20
	crypto_verify_16
	crypto_verify_32
	crypto_verify_64
	sodium_base64_encoded_len
	sodium_base642bin
	sodium_bin2base64
	sodium_pad
	sodium_sub
	sodium_unpad




	Enhancements
	Switch from Travis CI to GitHub Actions.
	Relicense library under MIT license.
	Update version tag to match upstream libsodium library.


	Enhancements
	Add detached functions to libsodium_crypto_aead_aes256gcm:	encrypt_detached/3
	encrypt_detached/4
	decrypt_detached/4
	decrypt_detached/5





0.0.10 (2016-10-14)
	Enhancements	Add detached functions to libsodium_crypto_aead_aes256gcm:	encrypt_detached/3
	encrypt_detached/4
	decrypt_detached/4
	decrypt_detached/5





0.0.9 (2016-10-04)
	Fixes	Segfault when using libsodium_crypto_box:seal_open/3 where ciphertext length is less than sealbytes. (See #5, thanks to @mtaylor91)



0.0.8 (2016-08-08)
	Library Support	Update to libsodium 1.0.11.



0.0.7 (2016-05-31)
	Library Support	libsodium_crypto_aead_chacha20poly1305 detached mode and IETF compliance.



0.0.6 (2016-05-24)
	Enhancements
	Tests for the crypto_pwhash group.


	Fixes
	Minor fixes to the following libraries:	libsodium_crypto_pwhash
	libsodium_crypto_pwhash_argon2i
	libsodium_crypto_pwhash_scryptsalsa208sha256





0.0.5 (2016-05-24)
	Library Support	Update to libsodium 1.0.10.
	libsodium_crypto_pwhash (See #2)
	libsodium_crypto_pwhash_argon2i (See #2)



0.0.4 (2016-03-10)
	Library Support	libsodium_crypto_pwhash_scryptsalsa208sha256 (See #1)



0.0.3 (2016-02-05)
	Fixes	Minor fixes to build flags and port driver lookup.



0.0.2 (2016-01-16)
	Publish to hex.pm without binary files.

0.0.1 (2016-01-16)
	Initial Release
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	libsodium_crypto_core_salsa20
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    The MIT License (MIT)

Copyright (c) 2014-2026, Andrew Bennett potatosaladx@gmail.com
Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies
of the Software, and to permit persons to whom the Software is furnished to do
so, subject to the following conditions:
The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.
THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.


  

    
libsodium 
    



      
libsodium bindings for Erlang and Elixir.
Each libsodium namespace is exposed by its own module, named after the C
prefix: crypto_box_easy() is libsodium_crypto_box:easy/4. Functions accept
and return binaries and integers, raise badarg for invalid argument types or
lengths, and return libsodium's integer status (usually -1) when an
operation such as decryption or verification fails.
Streaming and precomputed APIs use opaque native states (each module's
state() type). Operations return new states and never modify their
arguments, so a state can be reused or shared between processes, but it
cannot be serialized or used with another module's functions.
All modules call libsodium_nif directly; starting the application is not
required. Long-running operations move to dirty schedulers and streaming
updates yield, so calls never block a normal scheduler for long.
Secret-key cryptography
	Module	Description
	libsodium_crypto_aead_aegis128l	AEGIS-128L
	libsodium_crypto_aead_aegis256	AEGIS-256
	libsodium_crypto_aead_aes256gcm	AES256-GCM
	libsodium_crypto_aead_chacha20poly1305	ChaCha20-Poly1305
	libsodium_crypto_aead_xchacha20poly1305	XChaCha20-Poly1305
	libsodium_crypto_auth	Secret-key authentication
	libsodium_crypto_auth_hmacsha256	HMAC-SHA-256
	libsodium_crypto_auth_hmacsha512	HMAC-SHA-512
	libsodium_crypto_auth_hmacsha512256	HMAC-SHA-512-256
	libsodium_crypto_ipcrypt	IP address encryption
	libsodium_crypto_secretbox	Secret-key authenticated encryption
	libsodium_crypto_secretbox_xchacha20poly1305	XChaCha20-Poly1305 secret box
	libsodium_crypto_secretbox_xsalsa20poly1305	XSalsa20-Poly1305 secret box
	libsodium_crypto_secretstream_xchacha20poly1305	Encrypted streams

Public-key cryptography
	Module	Description
	libsodium_crypto_box	Public-key authenticated encryption
	libsodium_crypto_box_curve25519xchacha20poly1305	X25519-XChaCha20-Poly1305 box
	libsodium_crypto_box_curve25519xsalsa20poly1305	X25519-XSalsa20-Poly1305 box
	libsodium_crypto_kem	Key encapsulation
	libsodium_crypto_kem_mlkem768	ML-KEM-768 key encapsulation
	libsodium_crypto_kem_xwing	X-Wing key encapsulation
	libsodium_crypto_kx	Key exchange
	libsodium_crypto_sign	Public-key signatures
	libsodium_crypto_sign_ed25519	Ed25519 signatures
	libsodium_crypto_sign_ed25519ph	Ed25519ph signatures

Hashing
	Module	Description
	libsodium_crypto_generichash	Generic hashing
	libsodium_crypto_generichash_blake2b	BLAKE2b
	libsodium_crypto_hash	Hashing (SHA-512)
	libsodium_crypto_hash_sha256	SHA-256
	libsodium_crypto_hash_sha3256	SHA3-256
	libsodium_crypto_hash_sha3512	SHA3-512
	libsodium_crypto_hash_sha512	SHA-512
	libsodium_crypto_shorthash	Short-input hashing
	libsodium_crypto_shorthash_siphash24	SipHash-2-4
	libsodium_crypto_shorthash_siphashx24	SipHash-2-4 (128-bit)
	libsodium_crypto_xof_shake128	SHAKE128 extendable-output function
	libsodium_crypto_xof_shake256	SHAKE256 extendable-output function
	libsodium_crypto_xof_turboshake128	TurboSHAKE128 extendable-output function
	libsodium_crypto_xof_turboshake256	TurboSHAKE256 extendable-output function

Password hashing
	Module	Description
	libsodium_crypto_pwhash	Password hashing
	libsodium_crypto_pwhash_argon2i	Argon2i password hashing
	libsodium_crypto_pwhash_argon2id	Argon2id password hashing
	libsodium_crypto_pwhash_scryptsalsa208sha256	Scrypt password hashing

Key derivation
	Module	Description
	libsodium_crypto_kdf	Key derivation
	libsodium_crypto_kdf_blake2b	BLAKE2b key derivation
	libsodium_crypto_kdf_hkdf_sha256	HKDF-SHA-256
	libsodium_crypto_kdf_hkdf_sha512	HKDF-SHA-512

Advanced
	Module	Description
	libsodium_crypto_core_ed25519	Edwards25519 arithmetic
	libsodium_crypto_core_hchacha20	HChaCha20 core
	libsodium_crypto_core_hsalsa20	HSalsa20 core
	libsodium_crypto_core_keccak1600	Keccak-f[1600] permutation
	libsodium_crypto_core_ristretto255	Ristretto255 arithmetic
	libsodium_crypto_core_salsa20	Salsa20 core
	libsodium_crypto_core_salsa2012	Salsa20/12 core
	libsodium_crypto_onetimeauth	One-time authentication
	libsodium_crypto_onetimeauth_poly1305	Poly1305
	libsodium_crypto_scalarmult	Point multiplication
	libsodium_crypto_scalarmult_curve25519	X25519 point multiplication
	libsodium_crypto_scalarmult_ed25519	Ed25519 point multiplication
	libsodium_crypto_scalarmult_ristretto255	Ristretto255 point multiplication
	libsodium_crypto_stream	Stream cipher
	libsodium_crypto_stream_chacha20	ChaCha20 stream cipher
	libsodium_crypto_stream_salsa20	Salsa20 stream cipher
	libsodium_crypto_stream_salsa2012	Salsa20/12 stream cipher
	libsodium_crypto_stream_xchacha20	XChaCha20 stream cipher
	libsodium_crypto_stream_xsalsa20	XSalsa20 stream cipher
	libsodium_crypto_verify_16	16-byte comparison
	libsodium_crypto_verify_32	32-byte comparison
	libsodium_crypto_verify_64	64-byte comparison

Helpers
	Module	Description
	libsodium_randombytes	Random data
	libsodium_runtime	CPU features
	libsodium_utils	Helpers
	libsodium_version	Library version


      


      
        Summary


  
    Application API
  


    
      
        start()

      


        Start the libsodium application and its dependencies.



    





  
    Deprecated API
  


    
      
        call(Namespace, Function)

          deprecated

      


        Equivalent to call(Namespace, Function, {}).



    


    
      
        call(Namespace, Function, Arguments)

          deprecated

      


        Call the native function for Namespace and Function with the elements of
Arguments, as the port driver did. For example,
call(crypto_box, keypair, {}) calls libsodium_nif:crypto_box_keypair/0.



    





      


      
        Application API


        


  
    
      
    
    
      start()



        
          
        

    

  


  

      

          -spec start() -> Result when Result :: {ok, [atom()]} | {error, term()}.


      


Start the libsodium application and its dependencies.
The native library loads on first use, so this is optional.
{ok, _Started} = libsodium:start().

  


        

      

      
        Deprecated API


        


  
    
      
    
    
      call(Namespace, Function)



        
          
        

    

  


    
      This function is deprecated. libsodium:call/2 is deprecated; call the namespace module, such as libsodium_crypto_box, instead.
    


  

      

          -spec call(Namespace, Function) -> Result
              when Namespace :: atom(), Function :: atom(), Result :: dynamic().


      


Equivalent to call(Namespace, Function, {}).

  



  
    
      
    
    
      call(Namespace, Function, Arguments)



        
          
        

    

  


    
      This function is deprecated. libsodium:call/3 is deprecated; call the namespace module, such as libsodium_crypto_box, instead.
    


  

      

          -spec call(Namespace, Function, Arguments) -> Result
              when Namespace :: atom(), Function :: atom(), Arguments :: tuple(), Result :: dynamic().


      


Call the native function for Namespace and Function with the elements of
Arguments, as the port driver did. For example,
call(crypto_box, keypair, {}) calls libsodium_nif:crypto_box_keypair/0.
Unknown functions raise undef.

  


        

      


  

    
libsodium_crypto_aead_aegis128l 
    



      
AEGIS-128L authenticated encryption with additional data. AEGIS is very
fast on CPUs with AES instructions (libsodium falls back to a portable
implementation elsewhere) and produces abytes/0 (32) byte tags.
Keys are keybytes/0 (16) bytes and nonces npubbytes/0 (16) bytes. A
nonce must never be reused with the same key; random nonces (for example
from libsodium_randombytes:buf/1) are safe for a large number of
messages, but libsodium_crypto_aead_aegis256 has a longer nonce and
is the better choice when many messages are encrypted under one key.
Key = libsodium_crypto_aead_aegis128l:keygen(),
Nonce = libsodium_randombytes:buf(libsodium_crypto_aead_aegis128l:npubbytes()),
Ciphertext = libsodium_crypto_aead_aegis128l:encrypt(<<"message">>, <<"header">>, Nonce, Key),
<<"message">> = libsodium_crypto_aead_aegis128l:decrypt(Ciphertext, <<"header">>, Nonce, Key).

      


      
        Summary


  
    Types
  


    
      
        k()

      


        A crypto_aead_aegis128l_KEYBYTES (16-byte) binary.



    


    
      
        mac()

      


        A crypto_aead_aegis128l_ABYTES (32-byte) binary.



    


    
      
        npub()

      


        A crypto_aead_aegis128l_NPUBBYTES (16-byte) binary.



    





  
    Functions
  


    
      
        abytes()

      


        Return crypto_aead_aegis128l_abytes(), in bytes.



    


    
      
        decrypt(C, NPub, K)

      


        Verify and decrypt the ciphertext C with the additional data AD
(default empty), nonce NPub, and key K.



    


    
      
        decrypt(C, AD, NPub, K)

      


        Verify and decrypt the ciphertext C with the additional data AD
(default empty), nonce NPub, and key K.



    


    
      
        decrypt_detached(C, MAC, NPub, K)

      


        Verify the detached abytes/0 byte tag MAC and decrypt C with the
additional data AD (default empty), nonce NPub, and key K.
Returns the plaintext, or -1 when verification fails.



    


    
      
        decrypt_detached(C, MAC, AD, NPub, K)

      


        Verify the detached abytes/0 byte tag MAC and decrypt C with the
additional data AD (default empty), nonce NPub, and key K.
Returns the plaintext, or -1 when verification fails.



    


    
      
        encrypt(M, NPub, K)

      


        Encrypt and authenticate M together with the additional data AD
(default empty) using the npubbytes/0 byte nonce NPub and the
keybytes/0 byte key K.



    


    
      
        encrypt(M, AD, NPub, K)

      


        Encrypt and authenticate M together with the additional data AD
(default empty) using the npubbytes/0 byte nonce NPub and the
keybytes/0 byte key K.



    


    
      
        encrypt_detached(M, NPub, K)

      


        Encrypt and authenticate M with the additional data AD (default
empty), nonce NPub, and key K, returning the ciphertext and the
abytes/0 byte authentication tag separately as {C, MAC}, or -1
on failure.



    


    
      
        encrypt_detached(M, AD, NPub, K)

      


        Encrypt and authenticate M with the additional data AD (default
empty), nonce NPub, and key K, returning the ciphertext and the
abytes/0 byte authentication tag separately as {C, MAC}, or -1
on failure.



    


    
      
        keybytes()

      


        Return crypto_aead_aegis128l_keybytes(), in bytes.



    


    
      
        keygen()

      


        Generate a random keybytes/0 byte key.



    


    
      
        messagebytes_max()

      


        Return crypto_aead_aegis128l_messagebytes_max(), in bytes.



    


    
      
        npubbytes()

      


        Return crypto_aead_aegis128l_npubbytes(), in bytes.



    


    
      
        nsecbytes()

      


        Return crypto_aead_aegis128l_nsecbytes(), in bytes.



    





      


      
        Types


        


  
    
      
    
    
      k()



        
          
        

    

  


  

      

          -type k() :: 
  
    
    libsodium_crypto_aead_aegis256 - libsodium v3.0.1
    
    

    


  
  

    
libsodium_crypto_aead_aegis256 
    



      
AEGIS-256 authenticated encryption with additional data. AEGIS is very
fast on CPUs with AES instructions (libsodium falls back to a portable
implementation elsewhere) and produces abytes/0 (32) byte tags.
Keys are keybytes/0 (32) bytes and nonces npubbytes/0 (32) bytes. The
nonce is long enough to be generated at random for every message (for
example with libsodium_randombytes:buf/1) without practical risk of
collision, though a nonce must still never be reused with the same key.
Key = libsodium_crypto_aead_aegis256:keygen(),
Nonce = libsodium_randombytes:buf(libsodium_crypto_aead_aegis256:npubbytes()),
Ciphertext = libsodium_crypto_aead_aegis256:encrypt(<<"message">>, <<"header">>, Nonce, Key),
<<"message">> = libsodium_crypto_aead_aegis256:decrypt(Ciphertext, <<"header">>, Nonce, Key).

      


      
        Summary


  
    Types
  


    
      
        k()

      


        A crypto_aead_aegis256_KEYBYTES (32-byte) binary.



    


    
      
        mac()

      


        A crypto_aead_aegis256_ABYTES (32-byte) binary.



    


    
      
        npub()

      


        A crypto_aead_aegis256_NPUBBYTES (32-byte) binary.



    





  
    Functions
  


    
      
        abytes()

      


        Return crypto_aead_aegis256_abytes(), in bytes.



    


    
      
        decrypt(C, NPub, K)

      


        Verify and decrypt the ciphertext C with the additional data AD
(default empty), nonce NPub, and key K.



    


    
      
        decrypt(C, AD, NPub, K)

      


        Verify and decrypt the ciphertext C with the additional data AD
(default empty), nonce NPub, and key K.



    


    
      
        decrypt_detached(C, MAC, NPub, K)

      


        Verify the detached abytes/0 byte tag MAC and decrypt C with the
additional data AD (default empty), nonce NPub, and key K.
Returns the plaintext, or -1 when verification fails.



    


    
      
        decrypt_detached(C, MAC, AD, NPub, K)

      


        Verify the detached abytes/0 byte tag MAC and decrypt C with the
additional data AD (default empty), nonce NPub, and key K.
Returns the plaintext, or -1 when verification fails.



    


    
      
        encrypt(M, NPub, K)

      


        Encrypt and authenticate M together with the additional data AD
(default empty) using the npubbytes/0 byte nonce NPub and the
keybytes/0 byte key K.



    


    
      
        encrypt(M, AD, NPub, K)

      


        Encrypt and authenticate M together with the additional data AD
(default empty) using the npubbytes/0 byte nonce NPub and the
keybytes/0 byte key K.



    


    
      
        encrypt_detached(M, NPub, K)

      


        Encrypt and authenticate M with the additional data AD (default
empty), nonce NPub, and key K, returning the ciphertext and the
abytes/0 byte authentication tag separately as {C, MAC}, or -1
on failure.



    


    
      
        encrypt_detached(M, AD, NPub, K)

      


        Encrypt and authenticate M with the additional data AD (default
empty), nonce NPub, and key K, returning the ciphertext and the
abytes/0 byte authentication tag separately as {C, MAC}, or -1
on failure.



    


    
      
        keybytes()

      


        Return crypto_aead_aegis256_keybytes(), in bytes.



    


    
      
        keygen()

      


        Generate a random keybytes/0 byte key.



    


    
      
        messagebytes_max()

      


        Return crypto_aead_aegis256_messagebytes_max(), in bytes.



    


    
      
        npubbytes()

      


        Return crypto_aead_aegis256_npubbytes(), in bytes.



    


    
      
        nsecbytes()

      


        Return crypto_aead_aegis256_nsecbytes(), in bytes.



    





      


      
        Types


        


  
    
      
    
    
      k()



        
          
        

    

  


  

      

          -type k() :: 
  
    
    libsodium_crypto_aead_aes256gcm - libsodium v3.0.1
    
    

    


  
  

    
libsodium_crypto_aead_aes256gcm 
    



      
AES256-GCM authenticated encryption with additional data.
This construction is only available on CPUs with hardware AES support;
check is_available/0 before use and prefer
libsodium_crypto_aead_xchacha20poly1305 for portable code. Nonces are
npubbytes/0 bytes and must never be reused with the same key.
The precomputation functions (beforenm/1 and the _afternm variants)
expand the key once into an opaque state/0.
case libsodium_crypto_aead_aes256gcm:is_available() of
    1 ->
        Key = libsodium_crypto_aead_aes256gcm:keygen(),
        Nonce = libsodium_randombytes:buf(libsodium_crypto_aead_aes256gcm:npubbytes()),
        Ciphertext = libsodium_crypto_aead_aes256gcm:encrypt(<<"message">>, <<"header">>, Nonce, Key),
        <<"message">> = libsodium_crypto_aead_aes256gcm:decrypt(Ciphertext, <<"header">>, Nonce, Key);
    0 ->
        ok
end.

      


      
        Summary


  
    Types
  


    
      
        k()

      


        A crypto_aead_aes256gcm_KEYBYTES (32-byte) binary.



    


    
      
        mac()

      


        A crypto_aead_aes256gcm_ABYTES (16-byte) binary.



    


    
      
        npub()

      


        A crypto_aead_aes256gcm_NPUBBYTES (12-byte) binary.



    


    
      
        state()

      


        An opaque native crypto_aead_aes256gcm_state.



    





  
    Functions
  


    
      
        abytes()

      


        Return crypto_aead_aes256gcm_abytes(), in bytes.



    


    
      
        beforenm(K)

      


        Expand the key K into a precomputed state for the _afternm functions.



    


    
      
        decrypt(C, NPub, K)

      


        Verify and decrypt the ciphertext C with the additional data AD,
nonce NPub, and key K.



    


    
      
        decrypt(C, AD, NPub, K)

      


        Verify and decrypt the ciphertext C with the additional data AD,
nonce NPub, and key K.



    


    
      
        decrypt_afternm(C, NPub, Ctx)

      


        Like decrypt/4, using a state precomputed by beforenm/1.



    


    
      
        decrypt_afternm(C, AD, NPub, Ctx)

      


        Like decrypt/4, using a state precomputed by beforenm/1.



    


    
      
        decrypt_detached(C, MAC, NPub, K)

      


        Verify the detached tag MAC and decrypt C with the additional data
AD. Returns the plaintext, or -1 when verification fails.



    


    
      
        decrypt_detached(C, MAC, AD, NPub, K)

      


        Verify the detached tag MAC and decrypt C with the additional data
AD. Returns the plaintext, or -1 when verification fails.



    


    
      
        decrypt_detached_afternm(C, MAC, NPub, Ctx)

      


        Like decrypt_detached/5, using a state precomputed by beforenm/1.



    


    
      
        decrypt_detached_afternm(C, MAC, AD, NPub, Ctx)

      


        Like decrypt_detached/5, using a state precomputed by beforenm/1.



    


    
      
        encrypt(M, NPub, K)

      


        Encrypt and authenticate M together with the additional data AD
using the nonce NPub and key K.



    


    
      
        encrypt(M, AD, NPub, K)

      


        Encrypt and authenticate M together with the additional data AD
using the nonce NPub and key K.



    


    
      
        encrypt_afternm(M, NPub, Ctx)

      


        Like encrypt/4, using a state precomputed by beforenm/1.



    


    
      
        encrypt_afternm(M, AD, NPub, Ctx)

      


        Like encrypt/4, using a state precomputed by beforenm/1.



    


    
      
        encrypt_detached(M, NPub, K)

      


        Encrypt and authenticate M with the additional data AD, returning
the ciphertext and the authentication tag separately as {C, MAC}.



    


    
      
        encrypt_detached(M, AD, NPub, K)

      


        Encrypt and authenticate M with the additional data AD, returning
the ciphertext and the authentication tag separately as {C, MAC}.



    


    
      
        encrypt_detached_afternm(M, NPub, Ctx)

      


        Like encrypt_detached/4, using a state precomputed by beforenm/1.



    


    
      
        encrypt_detached_afternm(M, AD, NPub, Ctx)

      


        Like encrypt_detached/4, using a state precomputed by beforenm/1.



    


    
      
        is_available()

      


        Return 1 when the CPU supports hardware-accelerated AES256-GCM, otherwise 0.



    


    
      
        keybytes()

      


        Return crypto_aead_aes256gcm_keybytes(), in bytes.



    


    
      
        keygen()

      


        Generate a random keybytes/0 byte key.



    


    
      
        messagebytes_max()

      


        Return crypto_aead_aes256gcm_messagebytes_max(), in bytes.



    


    
      
        npubbytes()

      


        Return crypto_aead_aes256gcm_npubbytes(), in bytes.



    


    
      
        nsecbytes()

      


        Return crypto_aead_aes256gcm_nsecbytes(), in bytes.



    


    
      
        statebytes()

      


        Return crypto_aead_aes256gcm_statebytes(), in bytes.



    





      


      
        Types


        


  
    
      
    
    
      k()



        
          
        

    

  


  

      

          -type k() :: 
  
    
    libsodium_crypto_aead_chacha20poly1305 - libsodium v3.0.1
    
    

    


  
  

    
libsodium_crypto_aead_chacha20poly1305 
    



      
ChaCha20-Poly1305 authenticated encryption with additional data, in both
the IETF variant (RFC 8439, ietf_* functions) and the original variant.
The IETF variant uses a nonce of ietf_npubbytes/0 (12) bytes and limits
a single message to about 256 GiB; the original variant uses a nonce of
npubbytes/0 (8) bytes. Keys are keybytes/0 bytes for both. Nonces are
too short to be chosen at random safely for many messages and must never
be reused with the same key; prefer
libsodium_crypto_aead_xchacha20poly1305 for random nonces.
Key = libsodium_crypto_aead_chacha20poly1305:ietf_keygen(),
Nonce = libsodium_randombytes:buf(libsodium_crypto_aead_chacha20poly1305:ietf_npubbytes()),
Ciphertext = libsodium_crypto_aead_chacha20poly1305:ietf_encrypt(<<"message">>, <<"header">>, Nonce, Key),
<<"message">> = libsodium_crypto_aead_chacha20poly1305:ietf_decrypt(Ciphertext, <<"header">>, Nonce, Key).

      


      
        Summary


  
    Types
  


    
      
        ietf_npub()

      


        A crypto_aead_chacha20poly1305_ietf_NPUBBYTES (12-byte) binary.



    


    
      
        k()

      


        A crypto_aead_chacha20poly1305_ietf_KEYBYTES (32-byte) binary.



    


    
      
        mac()

      


        A crypto_aead_chacha20poly1305_ietf_ABYTES (16-byte) binary.



    


    
      
        npub()

      


        A crypto_aead_chacha20poly1305_NPUBBYTES (8-byte) binary.



    





  
    Functions
  


    
      
        abytes()

      


        Return crypto_aead_chacha20poly1305_abytes(), in bytes.



    


    
      
        decrypt(C, NPub, K)

      


        Verify and decrypt the ciphertext C produced by encrypt/4 with the
additional data AD (default empty), nonce NPub, and key K.



    


    
      
        decrypt(C, AD, NPub, K)

      


        Verify and decrypt the ciphertext C produced by encrypt/4 with the
additional data AD (default empty), nonce NPub, and key K.



    


    
      
        decrypt_detached(C, MAC, NPub, K)

      


        Like decrypt/4, verifying the detached tag MAC for C. Returns
the plaintext, or -1 when verification fails.



    


    
      
        decrypt_detached(C, MAC, AD, NPub, K)

      


        Like decrypt/4, verifying the detached tag MAC for C. Returns
the plaintext, or -1 when verification fails.



    


    
      
        encrypt(M, NPub, K)

      


        Encrypt and authenticate M together with the additional data AD
(default empty) using the original construction with the
npubbytes/0 byte nonce NPub and the keybytes/0 byte key K.



    


    
      
        encrypt(M, AD, NPub, K)

      


        Encrypt and authenticate M together with the additional data AD
(default empty) using the original construction with the
npubbytes/0 byte nonce NPub and the keybytes/0 byte key K.



    


    
      
        encrypt_detached(M, NPub, K)

      


        Like encrypt/4, returning the ciphertext and the abytes/0 byte
authentication tag separately as {C, MAC}, or -1 on failure.



    


    
      
        encrypt_detached(M, AD, NPub, K)

      


        Like encrypt/4, returning the ciphertext and the abytes/0 byte
authentication tag separately as {C, MAC}, or -1 on failure.



    


    
      
        ietf_abytes()

      


        Return crypto_aead_chacha20poly1305_ietf_abytes(), in bytes.



    


    
      
        ietf_decrypt(C, NPub, K)

      


        Verify and decrypt the ciphertext C with the additional data AD
(default empty), nonce NPub, and key K.



    


    
      
        ietf_decrypt(C, AD, NPub, K)

      


        Verify and decrypt the ciphertext C with the additional data AD
(default empty), nonce NPub, and key K.



    


    
      
        ietf_decrypt_detached(C, MAC, NPub, K)

      


        Verify the detached tag MAC and decrypt C with the additional data
AD (default empty). Returns the plaintext, or -1 when
verification fails.



    


    
      
        ietf_decrypt_detached(C, MAC, AD, NPub, K)

      


        Verify the detached tag MAC and decrypt C with the additional data
AD (default empty). Returns the plaintext, or -1 when
verification fails.



    


    
      
        ietf_encrypt(M, NPub, K)

      


        Encrypt and authenticate M together with the additional data AD
(default empty) using the ietf_npubbytes/0 byte nonce NPub and
the ietf_keybytes/0 byte key K.



    


    
      
        ietf_encrypt(M, AD, NPub, K)

      


        Encrypt and authenticate M together with the additional data AD
(default empty) using the ietf_npubbytes/0 byte nonce NPub and
the ietf_keybytes/0 byte key K.



    


    
      
        ietf_encrypt_detached(M, NPub, K)

      


        Encrypt and authenticate M with the additional data AD (default
empty), returning the ciphertext and the ietf_abytes/0 byte
authentication tag separately as {C, MAC}, or -1 on failure.



    


    
      
        ietf_encrypt_detached(M, AD, NPub, K)

      


        Encrypt and authenticate M with the additional data AD (default
empty), returning the ciphertext and the ietf_abytes/0 byte
authentication tag separately as {C, MAC}, or -1 on failure.



    


    
      
        ietf_keybytes()

      


        Return crypto_aead_chacha20poly1305_ietf_keybytes(), in bytes.



    


    
      
        ietf_keygen()

      


        Generate a random ietf_keybytes/0 byte key.



    


    
      
        ietf_messagebytes_max()

      


        Return crypto_aead_chacha20poly1305_ietf_messagebytes_max(), in bytes.



    


    
      
        ietf_npubbytes()

      


        Return crypto_aead_chacha20poly1305_ietf_npubbytes(), in bytes.



    


    
      
        ietf_nsecbytes()

      


        Return crypto_aead_chacha20poly1305_ietf_nsecbytes(), in bytes.



    


    
      
        keybytes()

      


        Return crypto_aead_chacha20poly1305_keybytes(), in bytes.



    


    
      
        keygen()

      


        Generate a random keybytes/0 byte key.



    


    
      
        messagebytes_max()

      


        Return crypto_aead_chacha20poly1305_messagebytes_max(), in bytes.



    


    
      
        npubbytes()

      


        Return crypto_aead_chacha20poly1305_npubbytes(), in bytes.



    


    
      
        nsecbytes()

      


        Return crypto_aead_chacha20poly1305_nsecbytes(), in bytes.



    





      


      
        Types


        


  
    
      
    
    
      ietf_npub()



        
          
        

    

  


  

      

          -type ietf_npub() :: 
  
    
    libsodium_crypto_aead_xchacha20poly1305 - libsodium v3.0.1
    
    

    


  
  

    
libsodium_crypto_aead_xchacha20poly1305 
    



      
XChaCha20-Poly1305 authenticated encryption with additional data, the
recommended general-purpose AEAD construction.
Its ietf_npubbytes/0 (24) byte nonce is long enough to be generated at
random for every message (for example with libsodium_randombytes:buf/1)
without practical risk of collision. Keys are ietf_keybytes/0 bytes and
a nonce must still never be reused with the same key.
Key = libsodium_crypto_aead_xchacha20poly1305:ietf_keygen(),
Nonce = libsodium_randombytes:buf(libsodium_crypto_aead_xchacha20poly1305:ietf_npubbytes()),
Ciphertext = libsodium_crypto_aead_xchacha20poly1305:ietf_encrypt(<<"message">>, <<"header">>, Nonce, Key),
<<"message">> = libsodium_crypto_aead_xchacha20poly1305:ietf_decrypt(Ciphertext, <<"header">>, Nonce, Key).

      


      
        Summary


  
    Types
  


    
      
        k()

      


        A crypto_aead_xchacha20poly1305_ietf_KEYBYTES (32-byte) binary.



    


    
      
        mac()

      


        A crypto_aead_xchacha20poly1305_ietf_ABYTES (16-byte) binary.



    


    
      
        npub()

      


        A crypto_aead_xchacha20poly1305_ietf_NPUBBYTES (24-byte) binary.



    





  
    Functions
  


    
      
        ietf_abytes()

      


        Return crypto_aead_xchacha20poly1305_ietf_abytes(), in bytes.



    


    
      
        ietf_decrypt(C, NPub, K)

      


        Verify and decrypt the ciphertext C with the additional data AD
(default empty), nonce NPub, and key K.



    


    
      
        ietf_decrypt(C, AD, NPub, K)

      


        Verify and decrypt the ciphertext C with the additional data AD
(default empty), nonce NPub, and key K.



    


    
      
        ietf_decrypt_detached(C, MAC, NPub, K)

      


        Verify the detached tag MAC and decrypt C with the additional data
AD (default empty). Returns the plaintext, or -1 when
verification fails.



    


    
      
        ietf_decrypt_detached(C, MAC, AD, NPub, K)

      


        Verify the detached tag MAC and decrypt C with the additional data
AD (default empty). Returns the plaintext, or -1 when
verification fails.



    


    
      
        ietf_encrypt(M, NPub, K)

      


        Encrypt and authenticate M together with the additional data AD
(default empty) using the ietf_npubbytes/0 byte nonce NPub and
the ietf_keybytes/0 byte key K.



    


    
      
        ietf_encrypt(M, AD, NPub, K)

      


        Encrypt and authenticate M together with the additional data AD
(default empty) using the ietf_npubbytes/0 byte nonce NPub and
the ietf_keybytes/0 byte key K.



    


    
      
        ietf_encrypt_detached(M, NPub, K)

      


        Encrypt and authenticate M with the additional data AD (default
empty), returning the ciphertext and the ietf_abytes/0 byte
authentication tag separately as {C, MAC}, or -1 on failure.



    


    
      
        ietf_encrypt_detached(M, AD, NPub, K)

      


        Encrypt and authenticate M with the additional data AD (default
empty), returning the ciphertext and the ietf_abytes/0 byte
authentication tag separately as {C, MAC}, or -1 on failure.



    


    
      
        ietf_keybytes()

      


        Return crypto_aead_xchacha20poly1305_ietf_keybytes(), in bytes.



    


    
      
        ietf_keygen()

      


        Generate a random ietf_keybytes/0 byte key.



    


    
      
        ietf_messagebytes_max()

      


        Return crypto_aead_xchacha20poly1305_ietf_messagebytes_max(), in bytes.



    


    
      
        ietf_npubbytes()

      


        Return crypto_aead_xchacha20poly1305_ietf_npubbytes(), in bytes.



    


    
      
        ietf_nsecbytes()

      


        Return crypto_aead_xchacha20poly1305_ietf_nsecbytes(), in bytes.



    





      


      
        Types


        


  
    
      
    
    
      k()



        
          
        

    

  


  

      

          -type k() :: 
  
    
    libsodium_crypto_auth - libsodium v3.0.1
    
    

    


  
  

    
libsodium_crypto_auth 
    



      
Secret-key message authentication with the default construction,
currently HMAC-SHA-512-256.
crypto_auth/2 computes a bytes/0 byte tag for a message under a
keybytes/0 byte key, and verify/3 checks one in constant time. The
same key can authenticate many messages; for a streaming interface, use
libsodium_crypto_auth_hmacsha512256.
Key = libsodium_crypto_auth:keygen(),
Tag = libsodium_crypto_auth:crypto_auth(<<"message">>, Key),
0 = libsodium_crypto_auth:verify(Tag, <<"message">>, Key),
-1 = libsodium_crypto_auth:verify(Tag, <<"forged">>, Key).

      


      
        Summary


  
    Types
  


    
      
        h()

      


        A crypto_auth_BYTES (32-byte) binary.



    


    
      
        k()

      


        A crypto_auth_KEYBYTES (32-byte) binary.



    


    
      
        out()

      


        A crypto_auth_BYTES (32-byte) binary.



    





  
    Functions
  


    
      
        bytes()

      


        Return crypto_auth_bytes(), in bytes.



    


    
      
        crypto_auth(In, K)

      


        Compute the bytes/0 byte authentication tag of In under the keybytes/0 byte key K.



    


    
      
        keybytes()

      


        Return crypto_auth_keybytes(), in bytes.



    


    
      
        keygen()

      


        Generate a random keybytes/0 byte key.



    


    
      
        primitive()

      


        Return crypto_auth_primitive() as an atom.



    


    
      
        verify(H, In, K)

      


        Check in constant time that H is the tag of In under the key K.
Returns 0 when it is valid and -1 otherwise.



    





      


      
        Types


        


  
    
      
    
    
      h()



        
          
        

    

  


  

      

          -type h() :: 
  
    
    libsodium_crypto_auth_hmacsha256 - libsodium v3.0.1
    
    

    


  
  

    
libsodium_crypto_auth_hmacsha256 
    



      
Secret-key message authentication with HMAC-SHA-256.
The one-shot functions take a keybytes/0 byte key and produce
bytes/0 byte tags. The streaming functions thread an opaque
state/0 through init/1, update/2, and
final/1; each call returns a new state and leaves its argument
unchanged. Updates over large inputs yield to other processes between
chunks. Unlike the one-shot functions, init/1 accepts a key of any
length, as HMAC does.
verify/3 compares tags in constant time.
Key = libsodium_crypto_auth_hmacsha256:keygen(),
Tag = libsodium_crypto_auth_hmacsha256:crypto_auth_hmacsha256(<<"message">>, Key),
0 = libsodium_crypto_auth_hmacsha256:verify(Tag, <<"message">>, Key),
-1 = libsodium_crypto_auth_hmacsha256:verify(Tag, <<"forged">>, Key),
State0 = libsodium_crypto_auth_hmacsha256:init(Key),
State1 = libsodium_crypto_auth_hmacsha256:update(State0, <<"mess">>),
State2 = libsodium_crypto_auth_hmacsha256:update(State1, <<"age">>),
Tag = libsodium_crypto_auth_hmacsha256:final(State2).

      


      
        Summary


  
    Types
  


    
      
        h()

      


        A crypto_auth_hmacsha256_BYTES (32-byte) binary.



    


    
      
        k()

      


        A crypto_auth_hmacsha256_KEYBYTES (32-byte) binary.



    


    
      
        out()

      


        A crypto_auth_hmacsha256_BYTES (32-byte) binary.



    


    
      
        state()

      


        An opaque native crypto_auth_hmacsha256_state.



    





  
    Functions
  


    
      
        bytes()

      


        Return crypto_auth_hmacsha256_bytes(), in bytes.



    


    
      
        crypto_auth_hmacsha256(In, K)

      


        Compute the bytes/0 byte authentication tag of In under the keybytes/0 byte key K.



    


    
      
        final(State)

      


        Finish the streaming authenticator in State, returning a bytes/0 byte tag.



    


    
      
        init(Key)

      


        Start a streaming authenticator keyed with Key, which may be of any
length, and return its state.



    


    
      
        keybytes()

      


        Return crypto_auth_hmacsha256_keybytes(), in bytes.



    


    
      
        keygen()

      


        Generate a random keybytes/0 byte key.



    


    
      
        statebytes()

      


        Return crypto_auth_hmacsha256_statebytes(), in bytes.



    


    
      
        update(State, In)

      


        Absorb In into State and return the updated state.



    


    
      
        verify(H, In, K)

      


        Check in constant time that H is the tag of In under the key K.
Returns 0 when it is valid and -1 otherwise.



    





      


      
        Types


        


  
    
      
    
    
      h()



        
          
        

    

  


  

      

          -type h() :: 
  
    
    libsodium_crypto_auth_hmacsha512 - libsodium v3.0.1
    
    

    


  
  

    
libsodium_crypto_auth_hmacsha512 
    



      
Secret-key message authentication with HMAC-SHA-512.
The one-shot functions take a keybytes/0 byte key and produce
bytes/0 byte tags. The streaming functions thread an opaque
state/0 through init/1, update/2, and
final/1; each call returns a new state and leaves its argument
unchanged. Updates over large inputs yield to other processes between
chunks. Unlike the one-shot functions, init/1 accepts a key of any
length, as HMAC does.
verify/3 compares tags in constant time.
Key = libsodium_crypto_auth_hmacsha512:keygen(),
Tag = libsodium_crypto_auth_hmacsha512:crypto_auth_hmacsha512(<<"message">>, Key),
0 = libsodium_crypto_auth_hmacsha512:verify(Tag, <<"message">>, Key),
-1 = libsodium_crypto_auth_hmacsha512:verify(Tag, <<"forged">>, Key),
State0 = libsodium_crypto_auth_hmacsha512:init(Key),
State1 = libsodium_crypto_auth_hmacsha512:update(State0, <<"mess">>),
State2 = libsodium_crypto_auth_hmacsha512:update(State1, <<"age">>),
Tag = libsodium_crypto_auth_hmacsha512:final(State2).

      


      
        Summary


  
    Types
  


    
      
        h()

      


        A crypto_auth_hmacsha512_BYTES (64-byte) binary.



    


    
      
        k()

      


        A crypto_auth_hmacsha512_KEYBYTES (32-byte) binary.



    


    
      
        out()

      


        A crypto_auth_hmacsha512_BYTES (64-byte) binary.



    


    
      
        state()

      


        An opaque native crypto_auth_hmacsha512_state.



    





  
    Functions
  


    
      
        bytes()

      


        Return crypto_auth_hmacsha512_bytes(), in bytes.



    


    
      
        crypto_auth_hmacsha512(In, K)

      


        Compute the bytes/0 byte authentication tag of In under the keybytes/0 byte key K.



    


    
      
        final(State)

      


        Finish the streaming authenticator in State, returning a bytes/0 byte tag.



    


    
      
        init(Key)

      


        Start a streaming authenticator keyed with Key, which may be of any
length, and return its state.



    


    
      
        keybytes()

      


        Return crypto_auth_hmacsha512_keybytes(), in bytes.



    


    
      
        keygen()

      


        Generate a random keybytes/0 byte key.



    


    
      
        statebytes()

      


        Return crypto_auth_hmacsha512_statebytes(), in bytes.



    


    
      
        update(State, In)

      


        Absorb In into State and return the updated state.



    


    
      
        verify(H, In, K)

      


        Check in constant time that H is the tag of In under the key K.
Returns 0 when it is valid and -1 otherwise.



    





      


      
        Types


        


  
    
      
    
    
      h()



        
          
        

    

  


  

      

          -type h() :: 
  
    
    libsodium_crypto_auth_hmacsha512256 - libsodium v3.0.1
    
    

    


  
  

    
libsodium_crypto_auth_hmacsha512256 
    



      
Secret-key message authentication with HMAC-SHA-512-256: HMAC-SHA-512
truncated to 256 bits. This is the construction used by
libsodium_crypto_auth.
The one-shot functions take a keybytes/0 byte key and produce
bytes/0 byte tags. The streaming functions thread an opaque
state/0 through init/1, update/2, and
final/1; each call returns a new state and leaves its argument
unchanged. Updates over large inputs yield to other processes between
chunks. Unlike the one-shot functions, init/1 accepts a key of any
length, as HMAC does.
verify/3 compares tags in constant time.
Key = libsodium_crypto_auth_hmacsha512256:keygen(),
Tag = libsodium_crypto_auth_hmacsha512256:crypto_auth_hmacsha512256(<<"message">>, Key),
0 = libsodium_crypto_auth_hmacsha512256:verify(Tag, <<"message">>, Key),
-1 = libsodium_crypto_auth_hmacsha512256:verify(Tag, <<"forged">>, Key),
State0 = libsodium_crypto_auth_hmacsha512256:init(Key),
State1 = libsodium_crypto_auth_hmacsha512256:update(State0, <<"mess">>),
State2 = libsodium_crypto_auth_hmacsha512256:update(State1, <<"age">>),
Tag = libsodium_crypto_auth_hmacsha512256:final(State2).

      


      
        Summary


  
    Types
  


    
      
        h()

      


        A crypto_auth_hmacsha512256_BYTES (32-byte) binary.



    


    
      
        k()

      


        A crypto_auth_hmacsha512256_KEYBYTES (32-byte) binary.



    


    
      
        out()

      


        A crypto_auth_hmacsha512256_BYTES (32-byte) binary.



    


    
      
        state()

      


        An opaque native crypto_auth_hmacsha512256_state.



    





  
    Functions
  


    
      
        bytes()

      


        Return crypto_auth_hmacsha512256_bytes(), in bytes.



    


    
      
        crypto_auth_hmacsha512256(In, K)

      


        Compute the bytes/0 byte authentication tag of In under the keybytes/0 byte key K.



    


    
      
        final(State)

      


        Finish the streaming authenticator in State, returning a bytes/0 byte tag.



    


    
      
        init(Key)

      


        Start a streaming authenticator keyed with Key, which may be of any
length, and return its state.



    


    
      
        keybytes()

      


        Return crypto_auth_hmacsha512256_keybytes(), in bytes.



    


    
      
        keygen()

      


        Generate a random keybytes/0 byte key.



    


    
      
        statebytes()

      


        Return crypto_auth_hmacsha512256_statebytes(), in bytes.



    


    
      
        update(State, In)

      


        Absorb In into State and return the updated state.



    


    
      
        verify(H, In, K)

      


        Check in constant time that H is the tag of In under the key K.
Returns 0 when it is valid and -1 otherwise.



    





      


      
        Types


        


  
    
      
    
    
      h()



        
          
        

    

  


  

      

          -type h() :: 
  
    
    libsodium_crypto_ipcrypt - libsodium v3.0.1
    
    

    


  
  

    
libsodium_crypto_ipcrypt 
    



      
IP address encryption (ipcrypt) for pseudonymizing addresses in logs and
telemetry. Every mode works on the 16-byte IPv6 representation of an
address, in which IPv4 addresses are IPv4-mapped; use
libsodium_utils:ip2bin/1 and libsodium_utils:bin2ip/1 to convert
between textual addresses and these binaries.
The deterministic mode (encrypt/2) maps an address to another 16-byte
address, so equal inputs give equal outputs. The non-deterministic modes
add a random tweak and produce longer outputs that hide repeated
addresses: nd_encrypt/2 (8-byte tweak, 24-byte output) and
ndx_encrypt/2 (16-byte tweak, 32-byte output, a larger tweak space for
more encryptions per key). The prefix-preserving mode (pfx_encrypt/2)
keeps addresses that share a network prefix sharing an encrypted prefix,
and keeps IPv4 addresses IPv4.
Each mode has its own key size and keygen function. Encryption hides
addresses but does not authenticate them: decryption never fails.
K = libsodium_crypto_ipcrypt:keygen(),
Ip = libsodium_utils:ip2bin(<<"192.0.2.1">>),
Encrypted = libsodium_crypto_ipcrypt:encrypt(Ip, K),
Encrypted = libsodium_crypto_ipcrypt:encrypt(Ip, K),
<<"192.0.2.1">> = libsodium_utils:bin2ip(libsodium_crypto_ipcrypt:decrypt(Encrypted, K)),
NdK = libsodium_crypto_ipcrypt:nd_keygen(),
Nd = libsodium_crypto_ipcrypt:nd_encrypt(Ip, NdK),
24 = byte_size(Nd),
Ip = libsodium_crypto_ipcrypt:nd_decrypt(Nd, NdK).

      


      
        Summary


  
    Types
  


    
      
        ip()

      


        A crypto_ipcrypt_BYTES (16-byte) binary.



    


    
      
        key()

      


        A crypto_ipcrypt_KEYBYTES (16-byte) binary.



    


    
      
        nd_ciphertext()

      


        A crypto_ipcrypt_ND_OUTPUTBYTES (24-byte) binary.



    


    
      
        nd_key()

      


        A crypto_ipcrypt_ND_KEYBYTES (16-byte) binary.



    


    
      
        nd_tweak()

      


        A crypto_ipcrypt_ND_TWEAKBYTES (8-byte) binary.



    


    
      
        ndx_ciphertext()

      


        A crypto_ipcrypt_NDX_OUTPUTBYTES (32-byte) binary.



    


    
      
        ndx_key()

      


        A crypto_ipcrypt_NDX_KEYBYTES (32-byte) binary.



    


    
      
        ndx_tweak()

      


        A crypto_ipcrypt_NDX_TWEAKBYTES (16-byte) binary.



    


    
      
        pfx_key()

      


        A crypto_ipcrypt_PFX_KEYBYTES (32-byte) binary.



    





  
    Functions
  


    
      
        bytes()

      


        Return crypto_ipcrypt_bytes(), in bytes.



    


    
      
        decrypt(In, K)

      


        Decrypt the bytes/0 byte address In produced by encrypt/2 with the key K.



    


    
      
        encrypt(In, K)

      


        Deterministically encrypt the bytes/0 byte address In with the
keybytes/0 byte key K, returning another bytes/0 byte address.



    


    
      
        keybytes()

      


        Return crypto_ipcrypt_keybytes(), in bytes.



    


    
      
        keygen()

      


        Generate a random keybytes/0 byte key for encrypt/2.



    


    
      
        nd_decrypt(In, K)

      


        Decrypt the nd_outputbytes/0 byte output In of nd_encrypt/2 with
the key K, returning the nd_inputbytes/0 byte address.



    


    
      
        nd_encrypt(In, K)

      


        Encrypt the nd_inputbytes/0 byte address In with the
nd_keybytes/0 byte key K and a fresh random tweak. Returns
nd_outputbytes/0 bytes: the tweak followed by the encrypted
address.



    


    
      
        nd_encrypt(In, T, K)

      


        Encrypt the nd_inputbytes/0 byte address In with the
nd_keybytes/0 byte key K and the nd_tweakbytes/0 byte tweak T.
Returns nd_outputbytes/0 bytes: the tweak followed by the encrypted
address. The tweak must be random and should not repeat for a key.



    


    
      
        nd_inputbytes()

      


        Return crypto_ipcrypt_nd_inputbytes(), in bytes.



    


    
      
        nd_keybytes()

      


        Return crypto_ipcrypt_nd_keybytes(), in bytes.



    


    
      
        nd_keygen()

      


        Generate a random nd_keybytes/0 byte key for nd_encrypt/2.



    


    
      
        nd_outputbytes()

      


        Return crypto_ipcrypt_nd_outputbytes(), in bytes.



    


    
      
        nd_tweakbytes()

      


        Return crypto_ipcrypt_nd_tweakbytes(), in bytes.



    


    
      
        ndx_decrypt(In, K)

      


        Decrypt the ndx_outputbytes/0 byte output In of ndx_encrypt/2
with the key K, returning the ndx_inputbytes/0 byte address.



    


    
      
        ndx_encrypt(In, K)

      


        Encrypt the ndx_inputbytes/0 byte address In with the
ndx_keybytes/0 byte key K and a fresh random tweak. Returns
ndx_outputbytes/0 bytes: the tweak followed by the encrypted
address.



    


    
      
        ndx_encrypt(In, T, K)

      


        Encrypt the ndx_inputbytes/0 byte address In with the
ndx_keybytes/0 byte key K and the ndx_tweakbytes/0 byte tweak
T. Returns ndx_outputbytes/0 bytes: the tweak followed by the
encrypted address. The tweak must be random and should not repeat for
a key.



    


    
      
        ndx_inputbytes()

      


        Return crypto_ipcrypt_ndx_inputbytes(), in bytes.



    


    
      
        ndx_keybytes()

      


        Return crypto_ipcrypt_ndx_keybytes(), in bytes.



    


    
      
        ndx_keygen()

      


        Generate a random ndx_keybytes/0 byte key for ndx_encrypt/2.



    


    
      
        ndx_outputbytes()

      


        Return crypto_ipcrypt_ndx_outputbytes(), in bytes.



    


    
      
        ndx_tweakbytes()

      


        Return crypto_ipcrypt_ndx_tweakbytes(), in bytes.



    


    
      
        pfx_bytes()

      


        Return crypto_ipcrypt_pfx_bytes(), in bytes.



    


    
      
        pfx_decrypt(In, K)

      


        Decrypt the pfx_bytes/0 byte address In produced by pfx_encrypt/2 with the key K.



    


    
      
        pfx_encrypt(In, K)

      


        Encrypt the pfx_bytes/0 byte address In with the pfx_keybytes/0
byte key K, preserving prefixes: addresses that share their first
bits share the first bits of their encryptions, and IPv4 addresses
stay IPv4-mapped.



    


    
      
        pfx_keybytes()

      


        Return crypto_ipcrypt_pfx_keybytes(), in bytes.



    


    
      
        pfx_keygen()

      


        Generate a random pfx_keybytes/0 byte key for pfx_encrypt/2.



    





      


      
        Types


        


  
    
      
    
    
      ip()



        
          
        

    

  


  

      

          -type ip() :: 
  
    
    libsodium_crypto_secretbox - libsodium v3.0.1
    
    

    


  
  

    
libsodium_crypto_secretbox 
    



      
Secret-key authenticated encryption with XSalsa20-Poly1305 (see
primitive/0).
easy/3 returns the macbytes/0 byte authentication tag followed by the
ciphertext, and detached/3 returns them separately. Keys are
keybytes/0 bytes and nonces noncebytes/0 bytes; the nonce is long
enough to be generated at random, but must never be reused with the same
key.
crypto_secretbox/3 and open/3 are the NaCl compatibility interface,
which requires zerobytes/0 leading zero bytes of padding on the
plaintext and produces (and expects) boxzerobytes/0 leading zero bytes
on the ciphertext. New code should use easy/3 and open_easy/3.
Key = libsodium_crypto_secretbox:keygen(),
Nonce = libsodium_randombytes:buf(libsodium_crypto_secretbox:noncebytes()),
Ciphertext = libsodium_crypto_secretbox:easy(<<"message">>, Nonce, Key),
<<"message">> = libsodium_crypto_secretbox:open_easy(Ciphertext, Nonce, Key).

      


      
        Summary


  
    Types
  


    
      
        k()

      


        A crypto_secretbox_KEYBYTES (32-byte) binary.



    


    
      
        mac()

      


        A crypto_secretbox_MACBYTES (16-byte) binary.



    


    
      
        n()

      


        A crypto_secretbox_NONCEBYTES (24-byte) binary.



    





  
    Functions
  


    
      
        boxzerobytes()

      


        Return crypto_secretbox_boxzerobytes(), in bytes.



    


    
      
        crypto_secretbox(M, N, K)

      


        NaCl compatibility interface: encrypt M, which must start with
zerobytes/0 zero bytes, with the nonce N and key K.



    


    
      
        detached(M, N, K)

      


        Encrypt and authenticate M with the nonce N and key K, returning
the ciphertext and the macbytes/0 byte authentication tag
separately as {C, MAC}, or -1 on failure.



    


    
      
        easy(M, N, K)

      


        Encrypt and authenticate M with the noncebytes/0 byte nonce N
and the keybytes/0 byte key K.



    


    
      
        keybytes()

      


        Return crypto_secretbox_keybytes(), in bytes.



    


    
      
        keygen()

      


        Generate a random keybytes/0 byte key.



    


    
      
        macbytes()

      


        Return crypto_secretbox_macbytes(), in bytes.



    


    
      
        messagebytes_max()

      


        Return crypto_secretbox_messagebytes_max(), in bytes.



    


    
      
        noncebytes()

      


        Return crypto_secretbox_noncebytes(), in bytes.



    


    
      
        open(C, N, K)

      


        NaCl compatibility interface: verify and decrypt C, which must
start with boxzerobytes/0 zero bytes, with the nonce N and key
K.



    


    
      
        open_detached(C, MAC, N, K)

      


        Verify the detached tag MAC and decrypt C with the nonce N and
key K. Returns the plaintext, or -1 when verification fails.



    


    
      
        open_easy(C, N, K)

      


        Verify and decrypt the ciphertext C produced by easy/3 with the
nonce N and key K. Returns the plaintext, or -1 when
verification fails or C is shorter than macbytes/0.



    


    
      
        primitive()

      


        Return crypto_secretbox_primitive() as an atom.



    


    
      
        zerobytes()

      


        Return crypto_secretbox_zerobytes(), in bytes.



    





      


      
        Types


        


  
    
      
    
    
      k()



        
          
        

    

  


  

      

          -type k() :: 
  
    
    libsodium_crypto_secretbox_xchacha20poly1305 - libsodium v3.0.1
    
    

    


  
  

    
libsodium_crypto_secretbox_xchacha20poly1305 
    



      
Secret-key authenticated encryption with XChaCha20-Poly1305, using the
same box layout as libsodium_crypto_secretbox.
easy/3 returns the macbytes/0 byte authentication tag followed by the
ciphertext, and detached/3 returns them separately. Keys are
keybytes/0 bytes and nonces noncebytes/0 bytes; the nonce can be
generated at random but must never be reused with the same key. There is
no keygen function: use libsodium_randombytes:buf/1 with
keybytes/0.
Key = libsodium_randombytes:buf(libsodium_crypto_secretbox_xchacha20poly1305:keybytes()),
Nonce = libsodium_randombytes:buf(libsodium_crypto_secretbox_xchacha20poly1305:noncebytes()),
Ciphertext = libsodium_crypto_secretbox_xchacha20poly1305:easy(<<"message">>, Nonce, Key),
<<"message">> = libsodium_crypto_secretbox_xchacha20poly1305:open_easy(Ciphertext, Nonce, Key).

      


      
        Summary


  
    Types
  


    
      
        k()

      


        A crypto_secretbox_xchacha20poly1305_KEYBYTES (32-byte) binary.



    


    
      
        mac()

      


        A crypto_secretbox_xchacha20poly1305_MACBYTES (16-byte) binary.



    


    
      
        n()

      


        A crypto_secretbox_xchacha20poly1305_NONCEBYTES (24-byte) binary.



    





  
    Functions
  


    
      
        detached(M, N, K)

      


        Encrypt and authenticate M with the nonce N and key K, returning
the ciphertext and the macbytes/0 byte authentication tag
separately as {C, MAC}, or -1 on failure.



    


    
      
        easy(M, N, K)

      


        Encrypt and authenticate M with the noncebytes/0 byte nonce N
and the keybytes/0 byte key K.



    


    
      
        keybytes()

      


        Return crypto_secretbox_xchacha20poly1305_keybytes(), in bytes.



    


    
      
        macbytes()

      


        Return crypto_secretbox_xchacha20poly1305_macbytes(), in bytes.



    


    
      
        messagebytes_max()

      


        Return crypto_secretbox_xchacha20poly1305_messagebytes_max(), in bytes.



    


    
      
        noncebytes()

      


        Return crypto_secretbox_xchacha20poly1305_noncebytes(), in bytes.



    


    
      
        open_detached(C, MAC, N, K)

      


        Verify the detached tag MAC and decrypt C with the nonce N and
key K. Returns the plaintext, or -1 when verification fails.



    


    
      
        open_easy(C, N, K)

      
